
   
 

   

 

Connex2X 

Privacy Statement 

 

 

Scope and Consent 

 

Connex2X (“We” and/or “Connex2X”) provides connected vehicle services, which 
include, among other things, navigation, safety messaging, AI-powered driving assistance, 

vehicle health, and other vehicle monitoring services to users of our devices (“NEXi”), 

through our mobile application (the “Connex2X App”) and website (collectively referred 

to as the “Services”). This Privacy Statement explains how Connex2X collects, uses, 

processes, discloses, and safeguards information we obtain from and about our customers, 
visitors to our Sites, and business prospects and partners (collectively, “You”), including 

information we collect when You visit our websites, use our mobile application or other 

services offered by Connex2X, or purchase our products and services (collectively, our 

“Services”). It also tells You about your rights and choices with respect to your 

information, and how You can contact us if You have any questions or concerns. 
 

Your privacy is important to us. Please read the privacy statement below to learn about the 

information that Connex2X collects from You and how we use that information. 

 
BY USING THE SERVICES, YOU CONSENT TO THE COLLECTION, USE, 

AND TRANSFER OF YOUR PERSONAL DATA AS DESCRIBED IN THIS 

PRIVACY STATEMENT. IF YOU DO NOT AGREE WITH ANY PART OF THIS 

PRIVACY STATEMENT, THEN PLEASE DO NOT USE THE SERVICES. 

 
Collection 

 

We collect several different types of information to provide and improve our Service to 

You. 

 

Types of data collected: 

 

Personal data 

 

We collect, process, and retain personal information from You and any devices (including 
mobile devices) You may use when You use our Services, register for an account with us, 

update or add information to your account, provide feedback, request support, subscribe to 

content we offer, or when You otherwise correspond with us regarding our Services. The 

personal information we collect includes the following: 

 

Personal and other information You give us when You use our Services or 

register for an account with us. 
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We may collect information such as your first and last name, home or other physical 
address, email address, zip code, telephone number, cookies, usage data, or information 

about your interactions with us or others. 

 

Personal information we collect automatically when You use our Services or 

register for an account with us. 
 

Whenever You sign in to your account through Connex2X, we may collect the following 

information automatically and associate such information with your account: 

• your location information  

• your Connex2X Device(s) location information 
• information about Your usage of our Services, including by making use of third-

party web analysis tools, the frequency and scope of your use of the Services, and 

the geographic location of the computer system or device that You are using to log 
into our Services 

• information about your vehicle's geographic location, vehicle health and status, 

mileage driven, service, and maintenance alerts.  

• Biometric data such as voice commands.  

 

Personal and other information from other sources. 

 

• Social media. You may use social networks or other online services to access our 

services. When You do so, we may collect certain personal information made available 

through your social network account. By associating a social network account with our 

Services, You agree that we may access and retain that information in accordance with the 

policies of the social network or other online service and this Privacy Statement. For 
example, we may be able to access account or profile information that You have provided 

to the social network or information about your interactions with the social network (such 

as content viewed by You, content liked by You, and information about the advertisements 

You have been shown or may have clicked on, etc.). You control the personal information 

You allow us to have access to through the privacy settings on the applicable social media 
site and the permissions You give us when You grant us access to your personal 

information retained by the respective social media site about You. 
 

• Information through customer service. We may collect the personal information You 
actively provide to our service personnel if You contact our customer support group. 
 

• Email. We may collect information regarding the effectiveness of our email and other 

communications with You. For example, we may know if You follow a link in an email 

we send You. 
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• Vehicle Information. Using the vehicle identification number (VIN) and other vehicle 

information You provide, we may collect non-personal information about your vehicle 

from publicly available sources such as the National Highway Traffic Safety 

Administration, the vehicle’s manufacturer, and third-party data and vehicle history 

reporting services. 
 

• Information about a third party. If You give us personal information about someone 

else, You must do so only with their explicit and prior consent. You must inform them how 

we collect, use, disclose, and retain their personal information according to our Privacy 
Statement. 

 

Usage Data 

 

We may also collect information that your browser sends whenever You visit our Services 
or access the Service by or through a mobile device (“Usage Data”). 

 

This Usage Data may include information such as your computer’s Internet Protocol 

address (e.g. IP address), browser type, browser version, the pages of our Service that You 
visit, the time and date of your visit, the time spent on those pages, unique device identifiers 

and other diagnostic data. 

 

When You access the Service with a mobile device, this Usage Data may include 

information such as the type of mobile device You use, your mobile device's unique ID, 

the IP address of your mobile device, your mobile operating system, the type of mobile 

Internet browser You use, unique device identifiers and other diagnostic data. 

 

Biometric Data 

 

“Biometric Information” means personal information accessed and stored by Connex2X 

regarding your physical characteristics such as voice prints and voice recordings that can 

be used to identify a person.  

 
We may collect Biometric Information whenever You use certain features of our Services 

such as AI-assistant voice commands or facial features and fingerprints.   This information 

is used to confirm identity and provide our Services and, in connection with our third-party 

services, to refine and improve our Services.  
 

Location Data 
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We may use and store information about your location and location-based information 

(e.g., GPS) (“Location Data”) if You give us permission to do so. We use this data to 
provide features of our Service and to improve and customize our Service. 

 

You can enable or disable location services when You use our Service at any time from 

your device settings. 

 
We may collect and process the Location Data regarding any vehicles You have subscribed 

to our Services. Details of this data are shown below: 

 

• Geolocation data is a record of where a vehicle is at any given moment. If 

Geolocation data is gathered for a period of time, it can be used to show where a 
vehicle has been, the direction it was traveling, and the time when it made those 

journeys. 

 

• Location Data is recorded when your tracking system is activated. If your system is 

installed correctly and has not been tampered with, we are able to activate and 
deactivate the system remotely. Unless deactivated, the system will be activated 

automatically. 

 

• Location Data is key to many of our Services. As such, if You refuse to allow us to 
gather geolocation data or request that the system be deactivated, we will be unable 

to provide You with certain features of those Services. 

 

 

Tracking & Cookies Data 
 

Our Services use small text files known as cookies and mobile tracking methods such as 

mobile device IDs on your computer’s hard drive and your mobile device’s memory. If 

your browser is set to accept cookies, then your browser adds the text in a small file. 

 
We use cookie and mobile tracking technology for various purposes, such as to facilitate 

your use of our Services, e.g., to remember You when You return to our Website, identify 

You when You sign in, authenticate your access, enable your use of specific functionalities, 

keep track of your specified preferences or choices, tailor content to your preferences or 

geographic region, display personalized browsing history, or provide technical support. 
 

We may further use cookies and mobile tracking technology to monitor site usage, conduct 

research and diagnostics to improve our content, products, and Services, and to help us 

analyze web and mobile traffic in general. 
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Cookies also enable us to display interest-based advertising on our website using 

information You make available when You interact with our sites, content, or services. 
Interest-based ads may be displayed to You based on cookies linked to your online 

activities.  

 

Our cookies expire after they have fulfilled their purpose. Our Services may use cookies 

that expire when You close your browser (i.e., session cookies) or that expire after a set 
period of time (i.e., persistent cookies). Cookies that are placed by third parties will have 

their expiration period determined by the third party, not us.  

  

You can decide whether or not to accept cookies. The “Help” feature on most browsers 

will explain how to prevent your browser from accepting new cookies, how to have the 
browser notify You when You receive a new cookie, or how to disable cookies altogether. 

Because cookies allow You to take advantage of many of our online features and 

functionalities, consider leaving them turned on.  

 

While our website and Connex2X App at this time do not recognize automated browser 
signals regarding tracking mechanisms, such as “do not track” instructions, You can 

generally express your privacy preferences regarding the use of most cookies and similar 

technologies through your web browser, as indicated above.   

 

Integration of third-party applications, web analysis services, and social 

functionalities 

 

Our Services integrate the following services of third parties, which may also place cookies 

and mobile tracking technology on your computer’s hard drive and/or your mobile device’s 
memory. We do not have access to or control over cookies or other features that advertisers 

and third-party sites may use, and this Privacy Statement does not cover the information 

practices of these advertisers and third-party websites. 
 

You can change your settings to refuse these third-party cookies or to warn You before 

cookies are placed. However, if You choose not to accept cookies, you may not be able to 

take advantage of some of our features and services through our Services. 
 

The third-party services include but are not limited to: 

 

• SoundHound voice recognition and large language models 

• HERE mapping 

• Google Analytics 

• Social Plugins and Social Widgets 
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To learn more about cookies, visit www.allaboutcookies.org. Connex2X also uses 

analytics services, such as Google Analytics, to collect certain other information. 
Generally, analytics services do not identify individual users. Many analytics services 

allow You to opt out of data collection.  

 

Third-Party Information 

 

• Facebook/Instagram: Information obtained from the Facebook/Instagram account You 

use to login to the website, such as your name, birth date, picture, and other details You 

may have on your Facebook/Instagram profile. We do not have any access to Facebook 

passwords. 
 

• Google: Information obtained from the Google account You use to login to the website, 

such as your name, birth date, picture, and other details You may have associated with your 

Google account. 

 
• SoundHound: Information obtained from voice commands and voice AI features such 

as query subject matter, usage time, prompt accuracy, and prompt recognition.  

 

Disclosure 
 

• Third-party providers: We work with third-party providers to help us operate, provide, 

improve, understand, customize, support, and market the Services. When we share 

information with third-party providers, we ask them to use your information in accordance 

with our instructions and terms or with your explicit permission. 
 

• Third-party services: When You use third-party services that integrate with the 

Services, they may receive information about what You have shared with them. If You 

interact with third-party services through the Services, You may provide information 
directly to such third parties. Please note that when You use third-party services, their own 

terms and privacy policies will apply to your use of these services. 

 

Personal information from other sources 

 

To improve the Services, we sometimes need to process data further, beyond normal 

collection procedures. If we use your personal information beyond the stated purpose of 

collection, we will inform You and obtain your express consent before use. 

 

Third-Party Links 
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This Privacy Statement addresses only the use and disclosure of personal information we 

collect from You. This Privacy Statement does not apply to information You share with 
third parties, even if we link to those third parties from the Website. If You disclose your 

information to others, or if You are directed to a third-party website, their privacy notices 

and practices will apply. We cannot guarantee the privacy or security of your information 

once You provide it to a third party. We encourage You to evaluate the privacy and security 

policies of such third parties before entering into a transaction and choosing to share your 
information. 

 

Consent before collecting information 

 

When You use some functions like registering an account or signing up to participate in an 
event, we will ask You to accept and agree to this Privacy Statement.  

 

You may withdraw your consent to collect, use, and/or disclose your personal information 

held or controlled by us by submitting a request. Based on the extent to which you withdraw 

your consent to let us process your personal information, you may not be able to access our 
products and services. Deleting your account will not of itself entirely remove associated 

content from our systems. We will delete relevant information that can be clearly identified 

(like your email, name, and country), but information that cannot be clearly identified (such 

as your birthday or gender information) may not be deleted. 
 

Any of the information collected from You may be used in the following ways: 

 

• To process transactions: We use your personal information to process payments You 

make through the Services. Your information, whether public or private, will not be sold, 
exchanged, transferred, or given to any other company for any reason whatsoever, without 

your consent, other than for the express purpose of delivering the purchased product or 

Services requested. 

 

• To send periodic emails: The email address You provide for order processing, may be 
used to send You information and updates pertaining to your order, in addition to receiving 

occasional company news, updates, related product or service information, etc.  If you 

would like to unsubscribe from receiving future emails at any time, we include detailed 

unsubscribe instructions at the bottom of each email. 

 
• Our Services: We operate and provide Services, including providing customer support 

and improving, repairing, and customizing the Services. We understand how people use 

the Services and analyze and use the information we have to evaluate and improve the 

Services. Furthermore, we research, develop, test new services and features and perform 

troubleshooting activities. We also use your information to respond to You when You 
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contact us. We use cookies and mobile tracking technology to operate, provide, improve, 

understand, and customize certain features of our Services.  
 

• Security and privacy: We verify accounts and activities and ensure that the Services are 

used legally by investigating suspicious activities or violations of our terms. This promotes 

the security and privacy of the Services. 
 

• Communication about the Services: We will communicate with You about the Services 

and features and let You know about our terms and policies and other important updates. 

We may provide You with the marketing of our Services and promote other marketing 
events for our company. 
 

• Advertising and business information: We may advertise our own and third-party 

products based on the products and Services You have installed, accessed, used, and 
purchased. You may receive marketing information that may contain content that may be 

of interest to You. As we do not want to spam You, You can manage these 

communications. We will respect your choices. 
 

• Vehicle alerts. If You have authorized us to do so, we may push information about your 

vehicle's health, status, or condition to a designated preferred dealership or repair shop. 

The dealership or repair shop may use that information to communicate with You about 

your vehicle’s service needs and to understand your vehicle’s health history during 
maintenance or repair visits. We only share information with the dealership or repair shop 

that has been expressly approved by You. 

 

Privacy of Children 

 

The Services are not directed to or intended for use by minors. Consistent with the 

requirements of applicable law, if we learn that we have received any information directly 

from a minor without his or her parent’s verified consent, we will use that information only 

to respond directly to that child (or his or her parent or legal guardian) to inform the minor 

that he or she cannot use the Services and subsequently will delete that information. 
 

If You are a minor under the age of 16, You must obtain written consent from your parent 

or legal guardian before using the Services. The relevant Services will protect the personal 

information of minors in accordance with the relevant laws and regulations. 
 

California Minors: If You are a California resident who is under age 18 and You are unable 

to remove publicly available content that You have submitted to us, You may request 

removal by contacting us at: support@connex2x.com. When requesting removal, You must 
be specific about the information You want to be removed and provide us with specific 
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information, such as the URL for each page where the information was entered, so that we 

can find it. We are not required to remove any content or information that: (1) federal or 
state law requires us or a third party to maintain; (2) was not posted by You; (3) is 

anonymized so that You cannot be identified; (4) You don’t follow our instructions for 

removing or requesting removal; or (5) You received compensation or other consideration 

for providing the content or information. Removal of your content or information from the 

Service does not ensure complete or comprehensive removal of that content or information 
from our systems or the systems of our service providers. We are not required to delete the 

content or information posted by You. Our obligations under California law are satisfied 

so long as we anonymize the content or information or render it invisible to other users and 

the public. 

 
Frequently Asked Questions 

 

How do we protect your information? 

 

We implement a variety of security measures to maintain the safety of your personal 
information when You place an order or enter, submit, or access your personal information. 

We offer the use of a secure server. All supplied sensitive/credit information is transmitted 

via Secure Socket Layer (SSL) technology and then encrypted into our Payment Gateway 

Providers Database only to be accessible by those authorized with special access rights to 
such systems, who are required to keep the information confidential. After a transaction, 

your private information (credit cards, social security numbers, financials, etc.) will not be 

stored on our servers. 

 

How can You manage or delete the information we store about You? 
 

We provide users with the ability to manage, change, or delete their data. 
 

• Changing your email, nickname, and more: You can review and change your personal 
information by logging into your account and visiting your account settings page. 
 

• Unsubscribe: If you would like to unsubscribe from receiving future emails at any time, 

we include detailed unsubscribe instructions at the bottom of each email. You may also 

unsubscribe by visiting your account settings page. 
 

• Deleting your account: If You want to delete your Account, we will enable You to do 

this on your account settings page. Deleting your Account will remove your published 
content from our systems. 
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Note: Our devices and applications collect your personal information when You register 

on our site, place an order, subscribe to our publications or use our Services, or click a link 
to a preferred dealership or repair shop. If You have authorized information sharing with a 

dealership or repair shop, the dealership or repair shop will no longer receive information 

about your vehicle immediately upon the deletion of your Account. However, the 

dealership or repair shop may continue to store historical information previously shared 

through your account. You should consult the dealership or repair shop’s Privacy Statement 
for additional information about how historical information is stored and deleted. 

 

How long will the data be stored? 

 

We store the data until we no longer need it to provide Services or until the user’s account 
is deleted, depending on which comes first. This requires a specific analysis of the situation 

and depends on the nature of the data, the reasons for collecting and processing the data, 

and the related legal or operational retention needs. 

 

Do we send You promotional information? 
 

Occasionally, we may need to email You if You subscribe. We may need to send You some 

product information and tell You something we believe is important. But if You do not 

subscribe, we will not send You any promotional information. If You leave a comment, 
the comment and its metadata are retained indefinitely. This is so we can automatically 

recognize and approve any follow-up comments instead of holding them in a moderation 

queue. 

 

Do we get information from other sources? 
 

You may be able to login to our website with your Facebook or Google account. We will 

obtain information from the Facebook account or Google account You use to login to the 

website, such as your name, email, gender, birthday, and picture (your Facebook password 

is collected directly by Facebook without passing through our systems, and we do not have 
access to it). Because anyone can see this kind of information, You should exercise care in 

what You choose to submit; make sure everything You submit is something You want to 

share with everyone. 

 

Do we disclose any information to outside parties? 
 

We may disclose your personal information to the following parties and for the following 

purposes: 
 

• Corporate affiliates or partners. We may disclose information to our corporate 
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affiliates or partners for purposes such as providing joint content and services (like 

registration, transactions, and customer support), performing marketing, and helping detect 
and prevent potentially fraudulent and illegal acts, violations of our Terms of Service, and 

data security breaches. We may also participate in joint ventures with others and disclose 

information as part of that joint venture. 
 

• Service providers. We may share your personal information (including your location 

information and your Connex2X Device’s location information) with our third-party 

service providers or affiliates, as authorized by us to collect, process and use your personal 

information as data processors on our behalf, such as, for instance, voice and biometric 

based services, mapping services, cloud-based and hosting services, wireless service 
providers, and customer support service providers.  These parties may be located in 

countries outside of your jurisdiction. An updated list of the parties we engage with for the 

processing of your personal information may be requested from us at any time. Other than 

as indicated above, we will not share your personal information with any third parties 

unless compelled by law to do so or if You have given your prior consent. 
 

• Business transfer/change of ownership. We may disclose information we have 

collected from You in connection with the sale or merger of our business or the transfer of 
assets. If we were to merge with or be acquired by another company, we may share 

information with them in accordance with our privacy standards. Should such an event 

occur, we will ask that the new combined entity follow this Privacy Statement with respect 

to your personal information. 
 

• Law enforcement, legal proceedings, and as authorized by law. We may use and 

disclose the information we collect to law enforcement, governmental agencies, or 

authorized third parties in response to a verified request relating to a criminal investigation 

or alleged or suspected illegal activity, or any other activity that may expose us, You, or 
any other of our users to legal liability. We may disclose your personal information to 

comply with our legal requirements, enforce our Terms of Service, or protect anyone’s 

rights, property, or safety. 

 

Drive & Earn – Opt-in and Get Paid for Your Data 

 

You can opt-in to have specific driving data packaged and licensed to third-party 

consumers and get paid for the data we share. Third-party consumers include, but are not 

limited to: insurers, auto-repair facilities, municipalities, third-party application 

developers, and other enterprises. 
 

The information You opt-in for us to share is categorized as follows, they include but are 

not limited to: 
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Level 1: No share. You do not wish to share the information, nor will You get paid. 
Level 2: Anonymous data share. Speed, hard braking, swerving, accidents. 

Level 3: Semi-personal data share. Registration information, IP address. Car data, VIN, 

year, make and model, infotainment system, other system specifications, and license plate. 

Level 4: Total data share. This includes all the previous levels in addition to geo-location, 

frequented spots, points of interest, driving speed, accident data, and car wear and tear.  In 
no event will we share your personally identifiable account information such as name, 

address, or email address. 

 

California Privacy Protection Act (CCPA) Compliance 

 

California residents can make specific requests about their personal information under the 

CCPA. Specifically, if You are a California resident, You may request that we: 
 

• provide You with information about: the categories of personal information we collect, 
disclose or sell about You; the categories of sources of such information; the business or 

commercial purpose for collecting or selling your personal information; and the categories 

of third parties with whom we share personal information. Such information is also set 

forth in this Privacy Statement.  
 

• provide access to and/or a copy of certain information we hold about You; delete certain 

information we have about You; and/or provide You with information about the financial 

incentives that we offer to You, if any. Certain information may be exempt from such 

requests under applicable law. For example, we may retain certain information for legal 
compliance and to secure our Services. We may need certain information in order to 

provide the Services to You; if You ask us to delete it, You will no longer be able to use 

the Services. 
 

The CCPA further provides You with the right to not be discriminated against (as provided 

for in applicable law) for exercising your rights under the CCPA. The CCPA also sets forth 

certain obligations for businesses that “sell” personal information. We do not engage in 

such activity based on our understanding of the definition of sale under the CCPA and 

current guidance and have not engaged in such activity in the past twelve months. We do 

share information as outlined in this Statement, including with other businesses through 

the use of website cookies, pixels, or other technologies in order to provide services, 

including analytics and advertising and marketing our Services on other sites or apps. You 

can control the acceptance of these cookies through browser settings and other controls as 

outlined in this Statement. 
 

If You would like information regarding your rights under applicable law or would like to 
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exercise any of them, please contact us at legal@connex2x.com. To protect your privacy 

and security, we take reasonable steps, such as verifying your email address and specific 
information to confirm your identity and request. 

 

California Shine the Light Law 

 

California Civil Code Section 1798.83 permits users who are California residents to obtain 
from us once a year, free of charge, a list of third parties to whom we have disclosed 

personal information (if any) for direct marketing purposes in the preceding calendar year. 

If You are a California resident and You wish to make such a request, please send an e-

mail with “California Privacy Rights” in the subject line to legal@connex2x.com. 

 
European Rights 

 

If You are located in the European Economic Area or Switzerland, You may have the right 

to exercise your right to data portability to easily transfer your Personal Information to 

another company. In addition, You may also have the right to lodge a complaint with a 
supervisory authority, including in your country of residence, place of work or where an 

incident took place. 

 

Online Privacy Statement Only 
 

This online Privacy Statement applies only to information collected through our website 

and through our applications and not to any information collected offline. 

 

Updates to this Privacy Statement 
 

We will post any adjustments to this Privacy Statement on this page, and the revised version 

will be effective when it is posted. If we materially change the ways in which we use or 

share Personal Information previously collected from You through our Service, we will 

notify You through our Service, by email, or other communication. 
 

Contact Us 

 

If You have any questions about this Privacy Statement, please email us at 

legal@connex2x.com or use our online feedback form. 
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